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t e c h n o l o g y  t a l k

By Grant Fredericks, Forensic Video 
Solutions

One of the most prolific sources of evidence 
available to investigators comes from video 

images, so why do so many police agencies fail 
to give officers the tools required to effectively 
examine their video evidence? The answer is 
simple; the solution to this conundrum may be a 
bit more complicated. 

The inevitable clash between the detec-
tive’s need for immediate access to critical video 
data and the agency’s IT mission to protect the 
network at all costs often creates a lose-lose 
operational model where public safety takes a 
back seat to data security. On one hand, if the 
investigator downloads a proprietary video 
codec or an unknown executable video player, 
malware, viruses, and bloatware could poten-
tially cripple a client computer, or worse, bring 
down an entire IT infrastructure. On the other 
hand, a police agency network that is so secure 
that data protections choke software applica-
tions to the point of inoperability can be equally 
harmful, as valuable third-party technologies are 
often rendered ineffective and investigations  
are stalled.

There are several reasons for the restric-
tive level of IT protections of video evidence. 
One reason was made quite clear this past 
spring when the warning bells went off loudly 
in Washington, DC. When the U.S. House of 
Representatives voted to advance the FY 2019 
National Defense Authorization Act (NDAA), 
a bill authorizing funding for national defense, 
U.S. Representative Vickey Hartzler (R-MO) 
offered a bipartisan amendment to ensure that 
federal agencies do not purchase Chinese-
made surveillance cameras due to the ominous 
discovery that the systems were “calling home.” 
Representative Hartzler, who is the chair of 
the House Armed Services Subcommittee on 
Oversight and Investigations, said that several 
Chinese makers of video surveillance technolo-
gies, including Huawei, Hikvision, and Dahua, 
which are commonly used in the United States 
and Canada, include code that can send user-
data back to Beijing:

Video surveillance and security equipment 
sold by Chinese companies exposes the U.S. 
government to significant vulnerabilities 
and my amendment will ensure that China 
cannot create a video surveillance network 
within federal agencies.1

According to James Emerson, CEO of Public 
Safety-ISAO, a nonprofit team of information 
technology experts helping agencies manage 
risk to public safety technology and data,

The fear of built-in vulnerabilities in foreign-
made IP cameras and similar technologies, 
combined with the threats of malware from 
domestic DVR manufacturers, are real and 
they keep IT managers up at night… But 
sometimes Public Safety data safeguard-
ing within an agency can be overly biased 
toward Cybersecurity compliance without 
due consideration of approaches to accom-
modate critical Forensic and Investigative 
mission accomplishment.2 

For instance, policies and infrastructure 
controls designed to secure historical data and 
network traffic are challenged by current video 
data volume and proprietary tool requirements. 
“IT managers must balance the needs of inves-
tigators to access their video evidence with the 
requirement to protect data,” insists Emerson, 
warning,

IT is sometimes preventing investigators 
from doing their jobs by limiting access to 
high-volume data packets, such as video 
evidence, which ultimately deprives the 
agency from meeting its public duty to serve 
and protect.

So, how did this challenge become such an 
issue? 

Traditional IT management strategies 
attempt to solve the problem of securely 
moving relatively small data-sets throughout 
a network. But video is not text, and digital 
video evidence can easily takeover a network’s 
limited bandwidth, reducing the movement of 
all data to a trickle. The Seattle, Washington, 
Police Department, which collects over 2 TB of 
video data per day from its in-car and body-
worn video systems alone, quickly learned that 
moving video evidence around the department 
efficiently was critical to serving the public’s 
demand for transparency, while also meeting 
its investigators’ needs to view video evidence. 
Initially, the department supported a 1 GB per 
second (Gbps) pipe, which was doubled to 
2Gbps while SPD was the subject of a lengthy 
Federal Consent Decree. Currently, although the 
department is in full and effective compliance of 
the consent decree, the agency’s data operations 
are opening its bandwidth further to an impres-
sive 10Gbps.3 

Jimmy Schroering, a former network 
administrator and an expert in digital forensics 
with experience working for state and federal 
investigation bureaus, remarks that IT depart-
ments have always had to deal with challenges 
associated with visual evidence, but the land-
scape and those challenges have evolved over 
the years. 

Balancing Data Security with Access to Video Evidence
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Back in the analog video days, it used to be that the biggest problem 
an IT department faced when it came to video evidence was where to 
store it all. The captured raw data was huge, which also meant only 
specialized computers could really access it efficiently. This inherently 
limited exposure from the information technology side since not every 
investigator with a laptop could access the video evidence.4 

Moving large amounts of video data across a law enforcement network 
is no longer an option, notes Emerson. “It’s a requirement. Police agencies 
are in the video-age, and Justice is about to push every agency IT Manager 
to provide full- and open-access to video evidence.”

Tommy Hutson, Denton County, Texas, applications support manager 
for public safety and the courts, echoes Emerson’s prediction, 

 I have to deal with the evidence, whatever it is. When it comes to 
video, it is so common today that I don’t have the luxury to say “no” 
when a prosecutor or investigator needs to play their visual evidence 
on a county computer.5 

 Hutson notes that most IT managers don’t fully understand video 
technology, seeing it as a threat rather than as a valuable asset. He says 
the fear is based on the misunderstanding that video collected from crime 
scenes requires investigators to download codecs or proprietary players 
onto their computers. 

At the New Brunswick, New Jersey, Police Department, detectives have 
solved the immediate problem of exposing their department computers 
to outside virus and malware threats commonly associated to downloads 
of proprietary codecs. Sergeant Brandon Epstein, who is assigned to the 
department’s Identification Bureau, says,

There is software available now that can provide your entire agency 
with a site license, giving all of your investigators and prosecutors 
instant access to about 90% of proprietary video files, without the 
need to download questionable codecs or players.6 

Sergeant Epstein also notes that additional tools allow investigators to 
simply connect a DVR hard drive to a computer in the field or in the office 
and then transfer just the targeted video data. The raw video data can then 
be viewed in a secure, third-party tool.  

[Video analysis software] has dramatically expedited the video related 
cases of our entire Investigation Division… Support requests to 
authorize admin rights or to rebuild operating systems due to the intro-
duction of corrupt files is mitigated when individual video codecs and 
associated player software are no longer needed by the detectives. 

Jim Kennedy, manager of the New York State Police Forensic Video 
Multimedia Services Unit, says that his agency deals with thousands of 
video-related cases each year, and he depends on his IT department to 
support unfettered access to video evidence:

 We have over 4,500 sworn personnel throughout the state and each of 
them receives some video training relating to how to access the images 
without compromising their computers. We couldn’t possibly meet 
the demands of each investigator who would otherwise need help to 
simply view their video evidence.7 

Kennedy is planning a further rollout of video access technology to 
each of the 10 New York State troops.

 An expansion of [video analysis] technology to our field computer 
crimes investigators and to our Bureau of Criminal Investigations will 
open access to video evidence, exponentially expedite casework, while 
ensuring our network remains secure.

Emerson counsels IT managers to carefully and vigilantly assess the 
risk to their network, but he warns that if they fail to leverage new and 
effective tools that are needed to run a modern investigation agency, they 
are not helping the agency serve their public mandate. 
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The Collaborative Reform Initiative Technical 
Assistance Center (CRI-TAC) provides no-cost 
customized technical assistance solutions designed to 
meet the unique needs of state, local, tribal, and campus 
communities throughout the United States.

Services provided include:

Resource Referral

Web-based Training

In-person Training

Virtual Mentoring

Meeting Facilitation

On-site Consultation

By the fi eld, for the fi eld

Visit www.CollaborativeReform.org for more 

information and to request assistance.
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When it comes to video evidence, the tail 
is often wagging the dog. Instead of getting 
the IT guys to push proven technology, they 
are pulling against it. This is a business deci-
sion, and the business of policing is investi-
gation and successful prosecutions. It’s our 
job as network experts to stop saying “no.”

Emerson accepts that there are always risks 
involved in moving data, pointing out that “no 
network is risk free.” He advises agencies to 
assess the risks and benefits and to determine 
how they can best serve their users.

There is no doubt that video is a critical oper-
ational asset. Equally as certain is the risks that 
proprietary video players and many codecs pres-
ent to an agency’s network, as highlighted clearly 
by Representative Hartzler’s warning of the cur-
rent Chinese spyware threats. The solution might 
be found in the video practices established by the 
New York State Police, Denton County District 
Attorney’s Office, and other agencies that have 
recently expanded their systems to host larger 
amounts of visual evidence. They’ve discovered 
that to play proprietary video, investigators and 
prosecutors don’t need to download codecs or 
use manufacturers’ players. If an agency is strug-
gling to balance the security of its IT infrastruc-
ture and the operational demands for access 
to volumes of video evidence, then it might be 
time to look at new technology options that 
eliminate the dependency on risky downloads 

of proprietary video players and their associated 
codecs. v
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Interested in law enforcement technology? 
Don’t forget to visit the Expo Hall at IACP 2018 to learn about new technology 
and other law enforcement tools from more than 650 exhibitors.

Learn more at www.theIACPconference.org.






